MHO®OPMALIMOHHAA NAMATKA ONA OBYHAKOLLNUXCA ANA PASMELLEHUA HA OPULUATIbHbBIX
MHTEPHET-PECYPCAX

C KaxxgblM roqoM MoJSo4eXn B MHTEPHETE CTAaHOBUTLCSA GOMblUe, a LUKONbHUKA O4HM U3 CaMbIX aKTUBHbIX
none3oBaTenen PyHeTa. Mexgy TeM, MOMMMO OrPOMHOIO KONM4YecTBa BO3MOXHOCTEN, UHTEPHET HECET U
npobnemMbl. ATa NamMaTka JOSMKHA NOMoYb Tebe 6e30MacHO HaXoOUTLCS B CETH.

KomMmnbloTepHble BUpPYChbI

KomnbloTepHbIN BUPYC — 3TO pasHOBUOHOCTbL KOMMbIOTEPHLIX MPOrpamMM, OTIIMYUTENBHOM 0COBEHHOCTLIO
KOTOpOW SABMNSIETCA CNOCOOHOCTb K pasMHOXeEHMWI0. B fononHeHne k aToMy, BUPYChl MOTYT NOBPEANTb Ui
MOMHOCTbLI YHUYTOXUTL BCE dhaiinbl U AaHHble, NMOAKOHTPOSbHbIE MOMb30BaTEND, OT MMEHU KOTOPOro
Obina 3anyLieHa 3apaeHHas nporpamma, a Takke MOBPEeAUTb UMW AaXe YHUYTOXUTL OnepauyoHHYHO
cucTemMy co BceMu pavnamu B uUernom. B OonbLUMHCTBE cCriyvaeB pacnpoCTPaHsTCA BUPYCbl Yepes
WHTEPHET.

MeToab! 3aWnTbl OT BPEAOHOCHbIX NPOrpamMM:

1. Wcnonb3yih coBpeMeHHblE OMepauuoHHble CUCTEMbI, MMEILLME CEPbE3HbI YPOBEHb 3aluTbl OT
BPEOOHOCHLIX Nporpamm;

2. MNocTosiHHO ycTaHaenmBam nayvTu (LMdpoBbIe 3annaTku, KOTopble aBTOMATUYECKM YCTaHaBNMBAOTCS C
uenblo AopaboTku nporpamMmbl) U Apyrve oOGHOBNEHMST CBOEN onepauuoHHon cuctembl. CkaumBam mx
TONbkO C oduumanbHoro camTta paspabotdumka OC. Ecnu cywecTByeT pexum aBTOMaTUHECKOro
OBGHOBEHUS, BKITHOYN ET0;

3. PaboTtaw Ha cBoem KOMMNbIOTEPE NOA NpaBaMm Nonb3oBaTens, a He agMUHUCTpaTopa. ATO He NO3BONMUT
GONbLUNMHCTBY BPEAOHOCHbLIX NPOrpamMM MHCTaNIMPOBAaTLCA Ha TBOEM MEPCOHANIbHOM KOMMbIOTEPE;

4. Vicnonb3yn aHTUBUPYCHbIE MPOrpaMMHbIe NPOAYKTblI M3BECTHLIX MPOU3BOAUTENEN, C aBTOMATUYECKUM
obHoBneHnem 6as;

5. OrpaHunyb (hranyeckunii 4OCTYN K KOMMNbOTEPY ANS MOCTOPOHHUX KL,

6. Vicnonb3yn BHELHME HOocUTENn MHpopMauum, Takne Kak doreLuka, AMCK unu dpamn n3 HTepHeTa, TONbKO
N3 NPoBEePEHHbIX UCTOYHUKOB;

7. He oTkpbiBan KOMMNbIOTEPHbIE (danbl, NOMyYeHHblE U3 HEHadeXHbIX UCTOYHMKOB. [daxe Te dannbl,
KOTOpble npucnan TBOW 3HAKOMbIW. Jly4lle yTOYHW Y Hero, OTnpaBnsan nu oH Tebe ux.

Cetn WI-FI

Wi-Fi — 370 He BMA nepedayvm OaHHbIX, HE TEXHONOMMSA, a BCero nuwb 6peHa, mapka. Ewe B 1991 rogy
Hugepnanackas komnaHusa 3apernctpuypoBana 6peHg «WECA», 4to 0603Hayano cnoBoco4yeTaHue
«Wireless Fidelity», koTopbIi nepeBogntcs kak «6ecnpoBogHast TOYHOCTbY.

[lo Hawero BpemeHn powna gpyrass abbpesuatypa, koTopasi ABMSIETCSA TaKOW XXe TexHonornen. 370
abbpesunatypa «Wi-Fi». Takoe Ha3BaHue GbINO 4aHO C HAMEKOM Ha CTaHAAPT BbICLIEN 3BYKOBOW TEXHUKM
Hi-Fi, 4To B nepeBoae 03Ha4YaeT «BbICOKAsk TOYHOCTbY.

[a, 6ecnnaTHbIN MHTEPHET-OOCTYN B Kadye, OTENAX U adponopTax SBMSAETCS OTMIMYHOW BO3MOXHOCTbIO
BbIxod4a B MHTepHeT. Ho MHorme akcnepTtbl cumTaloT, 4To obuienocTtynHele Wi-Fi cetn He sBnsawoTcA
6esonacHbIMW.

CoBeTbl No 6e3onacHocTM paboTbl B 00WenocTynHbix cetax Wi-fi:

1. He nepegaBaii cBOHO NU4YHYO MHGOpMaUuMio depe3 obuwienoctynHble Wi-Fi cetn. Pabotass B Hux,
XenaTtenbHO He BBOAWTbL Naponu 4OCTyna, NOrMHbl U Kakne-1o Homepa;

2. Vicnonb3yw 1 06HOBNSIM aHTUBMPYCHbIE NporpaMmbl 1 6pangmayep. Tem cambiM Thl 06e3onacuilb cebst
OT 3aKa4ku BUpyca Ha TBOe YCTPOWCTBO;

3. MNpun ncnonb3oBaHnm Wi-Fi otknoun dyHkumio «O0wmm goctyn kK dannam m npuHtepam». [daHHas
OYHKUMS 3aKpbiTa MO YMONYaHWio, O4HAKO HEKOTopble MONb3oBaTeNnu akTuBupyloT ee Ana ygobcerea
ncnonb3oBaHus B pabote unm yyebe;

4. He ncnonb3yn nybnunynein WI-FI ans nepegaym NMyHbIX AaHHbIX, HANpUMep 4118 BbIXOA4a B coumanbHble
CETU UMW B 3NEKTPOHHYIO MOYTY;

5. Vicnonb3ywm Tonbko 3almiieHHoe coegmHermne vyepe3 HTTPS, a He HTTP, T.e. npu Habope Beb-agpeca
BBOAM UMEHHO «https://»;

6. B mobunbHoM TenedoHe oTknoum dyHkumo «lMogkmoyeHme k Wi-Fi aBTomatuyeckn». He gonyckan
aBTOMATUYECKOro NOAKITIYEHUS ycTporcTea k cetam Wi-Fi 6e3 TBoero cornacus.

CouwmanbHble ceTu

CoumanbHble CETU akTUBHO BXOAST B HaLy XM3Hb, MHOTME NMoan paboTaroT 1 XKMBYT TaMm NOCTOSHHO, a B
Facebook yxe 3apernctpmpoBaH MWNNuapg 4YenoBeK, YTO SIBNSAETCA OOHOW CedbMOW BCEX XWUTenen
nnaHeTtbl. MHOrMe nonb3oBaTenM He MOHUMAKT, YTO MHOpPMaUUs, pasMeLleHHas MU B COLMArbHbIX
CETHAX, MOXET ObITb HangeHa M MCNONb30BaHa KEM Yro4HO, B TOM uucrne He obssaTtenbHo ¢ Gnarumm
HaMepPEHUsIMN.

OcHoBHBbIe coBeTbl N0 6€30MacHOCTU B COLMArbHbIX CETAX:

1. OrpaHuyb cnmcok apy3en. Y 1ebs B Apy3bsaxX HE AOIMKHO ObITb CRyYanHbIX U HE3HAKOMbIX JII0OEN;

2. 3awmian CBoK YacTHYH XM3Hb. He ykasbiBan naponu, TenedoHbl, agpeca, aTy TBOEro poXaeHus u
OPYTYI0 NTMYHY0 MHOPMaUMIO. 3rOYMBILLNEHHUKN MOTYT MCMOMb30BaTh AaXe MHOPMAaLMIO O TOM, KakK Thbl
1 TBOW poauMTENN MIIaHNUPyeTe NPOBECTU KaHUKYIbI;



3. 3awuwan cBol penyTaumio — OEPXM ee B YACTOTe U 3adaBan cebe Bonpoc: xoTen Obl Thbl, YTOObLI
Opyrve nonb3oBaTenu BWAENW, YTO Tbl 3arpyxaewb? [logyman, npexge 4em 4Tto-To onybnukoBaTb,
HanucaTb 1 3arpyauThb;

4. Ecnu Tbl FOBOPULLIb C NTIOABMMW, KOTOPbIX HE 3HAELLb, HE UCMOMNb3YIN CBOE peasnibHOe UMS U OPYTy0 JINYHYHO
NMHdOPMaLMK: UMS1, MECTO XXUTENbCTBA, MECTO Y4eDLI 1 NPOYEE;

5. N3beran pasmelueHus dpotorpaduin B IHTepHeTe, rae Tbl M306paXkeH Ha MECTHOCTHU, MO KOTOPO MOXHO
onpeaennTb TBOE MECTOMOSOXEHUE;

6. MNpu perncrtpauum B coumanbHON ceTn HeoBXOOMMO UCMNOSbL30BaTh CrOXHbIE MAaponu, COCTosILME U3
OyKB 1 UMAP 1 C KONNYECTBOM 3HAKOB He MeHee 8;

7. nsi coumanbHOM ceTu, NOYThI U ApYTMX CakToB HEOBXOAUMO UCMONbL30BaTh pasHble Naponu. Torga ecnu
TebS B3NOMatoT, TO 3MOYMbILLSIEHHUKM Nony4vaT AOCTYN TONbKO K O4HOMY MECTY, a He BO BCe Cpaay.
ONeKTPOHHbIe AeHbMM

OnNEeKTPOHHbIE AEHbIM — 3TO OYeHb YAOOHLIN cnoco® nnaTexen, OOHAKO CYLLECTBYHT MOLLEHHUKHN,
KOTOpbIe XOTAT NOMY4YnTb 3TU AEHbLIN.

OneKTPOHHbIE AeHbIM NOSBUIIUCL COBCEM HE4ABHO Y UMEHHO M3-3a 3TOr0 BO MHOIMX rocygapcTBax 4o CUX
nop He NPOMNMCaHO NPO HUX B 3aKOHaX.

B Poccumn ke oHM pyHKLMOHMPYIOT M O HUX yXKe NMPONUcaHo B 3aKOHe, FAe WX pasfensitoT Ha HEeCKOSNbKO
BUOOB — aHOHUMHbIE M HE aHOHWMHble. PasHuua B TOM, YTO aHOHMMHblE — 3TO Te, B KOTOPbIX
paspeluaeTtcs MpoBoaMTb onepauun ©0e3 wnaeHTUdUKaUMM nonb3oBaTtensi, a B HEaHOHUMHBbIX
naeHTurKaums nonb3oBaTens sBnsieTcs 06s3aTenbHON.

Takke cnegyet pasnuyaTtb SMeKTPOHHble duaTHble OeHbr (paBHbI FOCYAApPCTBEHHbIM BantoTam) u
3NEKTPOHHbIE HedbmaTHble AeHbMM (He paBHbI FOCY4apPCTBEHHbLIM BanioTam).

OcHoBHble coBeTbl No 6e3onacHon paboTe ¢ ANEeKTPOHHLIMU AeHbramu:

1. MNpurBSKM K cHETY MOBUIBHBIN TenedoH. ITo caMblil yA06HbIN 1 BbICTPLIV CNOCO6 BOCCTAHOBUTL AOCTYN
K cyeTy. lNMpuBasaHHbIN TenedoH NOMOXeT, ecnu 3abyaellb CBOW NnaTeXHbI Naponb Unu 3angelb Ha
CanT C HE3HAKOMOrO YCTPOWCTBA;

2. cnonb3yi ogHopasoBble naponu. [locne nepexoaa Ha yCUINEHHYHO aBTopusauno Tebe yxe He byget
yrpoXaTb ONacHOCTb KpaXkv UIKM nepexeaTta nnaTexXHoro napons;

3. Bbibepu crnoxHbii naponb. lNpecTynHukam ByaeT He MpOCTO yragaTb CrOXHbIM naponb. HagexHble
naposnim — 9TO Naposin, KOTOpbIE coaepkaT He MeHee 8 3HaKOB U BKITYaloT B cebs CTPOYHbIE M MPOMUCHbIE
OyKBbI, LNPbLI N HECKONBKO CMMBOJSIOB, TakMe Kak 3HaK gonnapa, yHTa, BOCKNMUATENbHbIN 3HaK U T.M.
Hanpumep, $tROng!;;

4. He BBOAM CBOM NWYHbIE AaHHbIE Ha cavTax, KOTOPbIM He AoBepsieLLb.

OneKTpoHHaA noyta

OneKTpoHHas noyTa — 3TO TEXHOMOrMs M NpegocTaBnseMble el YCryrn no nepechbisike U NoyyYeHuo
3MNEKTPOHHbIX COOOLLEHUN, KOTOpble pacnpeaenstTcsd B KOMMbIOTEPHOW ceTu. OObIMHO SMEKTPOHHbLIN
MOYTOBbIA AWK BbIMMSAUT cnegylowmumM obpasom: MMs_Monb3oBaTena@umsa_aomeHa. Takke Kpome
nepegayv NpPocToro TekcTa, MMeeTCcs BO3MOXHOCTb Nepegasatb hansbl.

OcHoBHble coBeThbl No 6e3onacHon paboTe C SNEKTPOHHOM NOYTOMN:

1. Hapo BbibpaTb npaBWibHbIN NOYTOBbLIV cepBuC. B MHTEpHeTe ecTb OrpoMHbIN Bbibop GecnnaTHbIX
MOYTOBbLIX CEPBUCOB, OOHAKO Ny4lle JOBEPSTb TEM, KOro 3HaeLlb U KTO NEPBbIA B PENTUHTE;

2. He ykasbiBah B JUYHOM MOYTE JNUYHYO uMHGopMauuio. Hanpumep, nydwe Bbibpatb
«My3blKanbHbIN_aHaT@» unm «pok2013» BmecTo «temalld»;

3. cnonb3ayi aByxaTanHyo aBTopusaumio. 3To Korga noMUMO Napornst HY>XKHO BBOAWTL KO, MPUChINaeMbin
no SMS;

4. Bblbepu cnoxHbIn naponb. [ns Kaxgoro NoO4TOBOro SLMUKA A0MKEH ObiTb CBOW HAAEXHbIN, YCTONYMBbIN
K B31IOMYy Mapornb;

5. Ecnun ecTb BO3MOXXHOCTb Hanucatb CaMOMY CBOW NUYHbLIN BOMPOC, UCMOMb3yN 3TY BO3MOXHOCTb;

6. Micnonb3yi HECKOMNBbKO NOYTOBLIX ALWMKOB. [NepBblvi 415 YaCTHOW Nepennckn ¢ agpecatamMmu, KOTOPbIM Thbl
JoBepsiellb. OTO ANEKTPOHHbIN afpec He Hago UCMONb30BaTh NpU perucTpaumm Ha opymMmax 1 cantax;
7. He oTkpbiBan dhanribl 1 Apyrue BrioXeHUs B MUCbMax, JaXe eCcrivi OHU NPULLK OT TBOUX Apy3en. Jlydiie
YTOYHM Y HUX, OTMPAaBMsAnun Nn oHn Tebe aTn hannsi;

8. MNocne okoH4YaHWsi paboTbl HA MOYTOBOM CEpBMCE Mepeq 3akpbiTUEM BKMNagku C cantoM He 3abyab
HaXaTb Ha «BbITW».

Kn6epObynnuHr unu BupTyanbHoe nsgeBatefibCTBO

KnbepbynnuHr — npecnegoBaHme coOOLEHNAMM, CoaepXKaLLMMM OCKOPOIeHNs1, arpeccuto, 3anyrmBaHue;
XYJIMraHCTBO; coumanbHoe 6OMKOTMPOBaHME C MOMOLLIbIO Pa3fiMYHbIX UHTEPHET-CEPBUNCOB.

OcHoBHbIe coBeTbl No 6opbbe ¢ kKMbepOynNMHIom:

1. He 6pocatics B 6o. Jlyywmnii cnocob: nOCOBETOBATLCS Kak cebsa BECTU U, ECIIM HET TOro, K KOMY MOXHO
obpaTuTbCS, TO BHa4ane ycrnokomTbecs. Ecriv Tl HaYHeLLb OTBeYaTb OCKOPOEHNAMU Ha OckopOrneHus, To
TONbKO eLLe Gonblie pa3oxKeLlb KOHMUKT;

2. YnpaBnsn cBoen kubeppenyTtauven;

3. AHOHMMHOCTb B CETM MHUMasi. CyLLLeCTBYIOT CMOCO0bI BbIICHUTL, KTO CTOUT 3@ aHOHMMHbLIM aKKayHTOM;



4. He cTtout BECTM XYyNuUraHckmin obpas BUpTYanbHOW Xn3HU. VIHTEpHET OMKCUPYET BCe TBOW OENCTBUSA U
COXpaHsIeT nx. YaanuTb nx Oy4eT KpanHe 3aTpyaHUTESBHO;

5. Cobnitogan cBoto BUPTyasbHYK YECTb CMOJIOAY;

6. VIrHopvpyi eguHu4HbIA Heratue. OgHOpasoBble OCKOPOMTENbHbIE COOOLLEHMS Nyydlle UrHOPUPOBAaTb.
O6bIYHO arpeccusi NpekpalLaeTcs Ha HavanbHoOW cTaguu;

7. BaH arpeccopa. B nporpammax obmMeHa MrHOBEHHbLIMW COODLLEHUAMU, B COLMArbHbBIX CETAX eCTb
BO3MOXHOCTb OMOKMPOBKM OTNPaBkN COOBLLEHWIN C OnpeaeneHHbIX aapecos;

8. Ecnu Tbl cBMaeTens knbepbynnuHra. TBoOM OeNCTBUS: BbICTYNUTbL NPOTUB NpecnefoBaTtens, nokasartb
eMy, Y4TO ero AeNCTBUS OLIEHNBAIOTCHA HEraTMBHO, NOA4EPXKAThb XXEePTBY, KOTOPOW HY»Ha Mcuxonorudeckas
MOMOLLIb, COOBLLMTb B3POCIbIM O (haKTe arpecCMBHOMO NOBEAEHUS B CETW.

Mo6GunbHbIN TenedoH

CoBpeMeHHble cMapTOHbI 1 NNaHLWeTbl cogepXxaT B cebe BNonHe B3pOCHbI hyHKLMOHArM, U TeNepb OHK
MOTyT KOHKYPMPOBaTb CO CTaLMOHapHbIMK KomnbioTepamu. OQHaKo, CPEeACTB 3alimTbl AN NO4OOHbIX
YCTPOWCTB NOKa o4eHb Masno. TeCTUpoBaHWE U MOUCK YSI3BUMOCTEN B HUX MPOUCXOAUT HE TaK MHTEHCUBHO,
kak ans MK, To xxe camoe kacaeTcst 1 MOBUNBbHbLIX MPUIOXKEHWNIA.

CoBpeMeHHble MOOWIbHbIE Opaysepbl ye NpakTUYecku [JOorHamu HacToflbHble aHanoru, OogHaKo
paclumpeHne yHKLMoHana BneyeT 3a cobor 6onbLUy0 COXHOCTb U MEHbLLYHO 3aLUULLEHHOCTb.

[aneko He BCe MPOM3BOAUTENM BbiNyCKaldT OOHOBIEHNWS!, 3aKpblBaloOLLME KPUTUYECKNE YSI3BUMOCTM Ans
CBOWX YCTPOWCTB.

OcHoBHble coBeTbl Ans 6e3onacHOCTU MOBUNBHOrO TenedgoHa:

Huuero He aBnsieTca no-Hactosiwemy 6ecnnatHeiM. Byab ocTopoxeH, Begb korga Tebe npepgnaratoTt
GecnnaTHbIN KOHTEHT, B HEM MOTYT ObITb CKpPbITbl Kakue-TO NraTHbIe YCnyru;

Oyman, npexge Yyem otnpasutb SMS, oTO unu Buaeo. Tbl TOYHO 3HaAELWb, rae OHU ByayT B KOHEYHOM
utore?

HeobxoamMmo 0BHOBNATEL ONepaLmMoOHHY0 CUCTEMY TBOErO CMapTAOHa;

VMcnonb3yn aHTMBUPYCHbIE NporpaMmbl Anst MOBUNBHBIX TENEdOHOB;

He 3arpyxai npunoxeHus OT HEM3BECTHOrO WCTOYHMKA, BeOb OHW MOryT coaepxaTb BpedoHOCHOe
nporpaMmHoe obecneyeHue;

Mocne Toro kak Tbl BblAeLb C canTa, rae BBOAWUM NUYHYI0 MHpopMauuio, 3anan B HaCTponkn bpaysepa n
yaanu cookies;

Mepuoanyeckm nposepsn, Kakne nnaTHble YCryrn akTuBMpOBaHbl Ha TBOEM HOMEPE;

[aBai cBon Homep MOBMNBHOrO TenedoHa TOMbKO NASAM, KOTOPbIX Thbl 3HAELLbL U KOMY JOBEpPSIELLb;
Bluetooth gomkeH BbITb BbIKIHOYEH, KOrga Thl UM He Nonb3yellbes. He 3abbiBan nHorga npoBepsitb 3TO.
Online urpbi

CoBpeMeHHble OHNaWH-Urpbl — 3TO KPACOYHbIE, 3axBaTblBalOLne pa3BredeHus, 06beanHsALWwmne CoTHU
TbiCAY 4enoBek no Bcemy Mmupy. Wrpoku uccnegyoT AaHHbI UM MuUp, oblialTca Apyr C Apyrom,
BbIMOMHSAIOT 3afaHus, CpaxaklTCd C MOHCTpaMu M NonyyawT OonbiT. 3a yAOBOMbCTBME OHW MNNaTAT:
nokynawT AWCK, OnnadmBaloT aboHEMEHT nnm NpnobpeTaroT Kakne-1o onumm.

Bce atM cpeactBa vayT Ha nogdepkaHue WM pasBUTME UIpbl, a Tawke Ha camy ©6e3onacHoCTb:
COBEpPLUEHCTBYIOTCA CUCTEMbl aBTOpPU3aLMK, BbIMYCKalOTCA HOBble natyn (undpoBble 3annaTtkv Ans
nporpamm), 3aKpblBatOTCA YsI3BUMOCTM CEPBEPOB.

B nmogobHbIX Mrpax CToMT onacaTtbCs HEe CTOMbKO CBOMX COMEPHMKOB, CKONbKO Kpasku TBOEro naporss, Ha
KOTOPOM OCHOBaHa cuctema aBTopusaumm 6onbLUNHCTBA Urp.

OcHoBHble coBeTbl N0 6€30MacCHOCTU TBOErO UIPOBOro akkayHTa:

1. Ecnu gpyron urpok Beget cebs nnoxo unu cosgaeTt tebe HeNpUSITHOCTKM, 3abrOKMPY ero B Cnucke
UFPOKOB;

2. Moxanynca agMMHUCTPATopaM Mrpbl Ha MIoOXoe MOBEeAEeHMEe 3TOr0 Urpoka, XKenaTenbHO MPUIOXAUTb
Kakune-TO foKasaTenbCTBa B BUAE CKPUHOB;

3. He ykasbiBan nu4Hyo nHpopmarmio B npodanne urpsbl;

4. YBaxan gpyrux y4acTHUKOB MO Urpe;

5. He yctaHaBnueayn HeoduumnaneHble natin n Mogpl;

6. Micnonb3yn crioxkHble N pasHble Naponu;

7. Oaxe BO BpeMsi UIpbl HE CTOWUT OTKMKOYaTb aHTMBUPYC. [Moka Tbl Mrpaellb, TBOW KOMMbIOTEP MOTYT
3apasuTb.

PULLMHI UM KPaXka NINYHbIX AaHHbIX

OObIYHONM Kpaken OeHer U OJOKYMEHTOB CErofHs YXXe HMKOro He yAMBULLbL, HO C Pa3BUTUEM UHTEPHET-
TEXHOJTOTUIA 3ITOYMbILLIIEHHUKN MEPEMECTUNNCE B MHTEPHET, U MPOAOIKAIT 3aHMMATbCA «JII0OUMbIMY
aenowm.

Tak nosiBMnacb HoBas yrpo3a: MHTEPHET-MOLUEHHUYECTBA UK OULLIVIHT, FNaBHasA Lenb KOTOPOro COCTOUT
B MOMy4YeHun KoHUaeHUnanbHbIX AaHHbIX Nofnb3oBaTenen — NorMHoB 1 naponen. Ha aHrnunckom Asbike
phishing yntaetca kak puwmHr (ot fishing — pbibHasa noens, password — napons).

OcHoBHbLIe coBeTbl N0 6opbde ¢ PULLNHIOM:



1. Cnegm 3a cBouM akkayHTOM. Ecnu Tbl nogospeBaelub, YTO TBOS aHkeTa Obina B3nomaHa, TO
HeobxoanMo 3abroKMpoBaTh ee U COOOLWNTL agMUHUCTpaToOpaM pecypca 06 3TOM Kak MOXHO CKopee;

2. Ncnonb3yi 6esonacHble Be6-caiTbl, B TOM YUCe, UHTEPHET-MarasmHOB 1 NMOUCKOBbLIX CUCTEM;

3. Vicnonb3yn cnoxHble 1 pasHble naponu. Takum obpa3om, ecnu Tebst B3NOMatoT, TO 3M0YMbILLIIEHHUKU
nony4aT JOCTYN TONbKO K OQHOMY TBOEMY NPOdUIo B CETU, a HE KO BCEM;

4. Ecnn Tebs B3nomanu, To HeobxoaMMo npeaynpeauTb BCeX CBOMX 3HAKOMBbIX, KOTopble fo6aBneHbl y
Tebsi B Apy3bsX, 0 TOM, 4YTO Tebsa B3nomanu 1, BO3MOXHO, OT TBOEro MMeHn ByaeT paccbinatbcs crnam u
CCbISTKN Ha PULLNHIOBbIE CaWThI;

5. YcTaHoBu HagexHbI naponb (PIN) Ha MOBUNbHEIN TenedoH;

6. OTknouM coxpaHeHve napons B 6pay3epe;

7. He oTkpbiBan hannbl U gpyrue BNOXEHUS B MMCbMaXx, AaXe eCnuv OHU MPpULLINK OT TBOUX Apy3en. Jlydile
YTOUHW Y HUX, OTNPaBMANM Nn oHU Tebe 3Tn dpannbl.

LncpoBas penytaums

Lindbposaa penytaumss — 3TO HeraTuBHas wnu nos3vTMBHaA WHdopmauma B cetu o Tebe.
KomnpomeTupytowasa nHgopmMaums, pasMmeLLieHHas B UHTEPHETE, MOXET Cepbe3HbIM 0Opa3oM 0TpasnTbCA
Ha TBOen peanbHOW XusHu. «LndpoBasa penytauma» — 370 TBON UMUK, KOTOpbIN hOpMUPYETCS U3
nHdopmauumm o Tebe B MHTEPHETE.

TBOE MECTO XMTEnNbCTBA, y4ebbl, TBOE (PMHAHCOBOE MONOXEHNE, 0CODEHHOCTU XapakTepa 1 pacckasbl O
Gnun3knx — BCe 3TO HakannMBaeTCs B CETU.

MHorve nogpocTKM NErkoMbICIIEHHO OTHOCATCA K Nybruvkauum nuuHon uHdopmaumm B UIHTepHeTe, He
NoHMMas BO3MOXHbIX NoOcneacTBUMn. Thbl Jaxe He CMOXellb [oragatbcda O TOM, 4YTo doTorpadus,
pa3meLleHHast 5 neT Hasag, ctana NPUYMHON OTKa3a NpuHATL Tebsi Ha paboTy.

KommeHTapun, pasmelleHvne TBoux potorpaduii u gpyrne AeVCTBUS MOMYT He MCYE3HYTb Jaxe nocne
TOrO, Kak Tbl MX yAanuiib. Tbl HE 3Haellb, KTO COXpaHWn 3Ty MHopMaLmio, nonana nm oHa B NONCKOBbIE
CUCTEMbI N COXPaHMNach N OHa, a rmaBHoe: YTO NogymatoT o Tebe okpyxatoLue naun, KoTopble HanayT
W yBUAAT 9T0. HanTn nHdopmaumio MHOTO fieT CnycTa CMOXeT nobori — kak u3 gobpbix NOBYXOeHW, Tak
N C HAMEpPEHNEM MPUYMHAUTL Bped. OTO MOXET ObITb KTO YroaHO.

OcHoBHble coBeTbl NO 3awnTe LnpoBON penyTauuu:

1. Mogyman, npexge 4em 4To-To NybnukoBaTtb U NnepeaaBaTb y cebsa B 6rnore nnm B coumanbHON CeTy;

2. B HacTporikax npodunsa ycTaHOBM OrpaHMYEHMsT Ha MPOCMOTP TBOEro Npodhusis U ero Co4epXXMmMoro,
caenan ero Tonbko «ansa apy3eny;

3. He pa3meluan n He ykasbiBan MHOpMaLMIo, KOTopasi MOXET KOro-nnbo ockopbnste nnmn obuxarb.
ABTOpCKOE NpaBo

CoBpeMeHHbIe LIKOMbHWUKN — aKTMBHbIE Nonb3oBaTteny LMdposoro npoctpaHcTea. OfHaKo faneko He Bce
3HAIOT, YTO NOMb30BaHME MHOMMMK BO3MOXHOCTSMU LMAPOBOro Mupa TpebyeT cobrniogeHus npae Ha
NHTENMeKTyanbHyo CO6CTBEHHOCTD.

TepMyH «MHTennekTyanbHas COBCTBEHHOCTb» OTHOCUTCS K Pas3fUYHbIM TBOPEHMSIM YENOBEYECKOro yma,
HayMHas C HOBbIX M30OpeTeHUn M 3HaKoB, 0OO3HAYaAKOLMX COOBCTBEHHOCTbL HA MPOAYKTbI U YCRyrn, 1
3akaHuMBas kKHuramu, dotorpaduamm, KuHodunbMamm n My3sblkanbHbIMU MPOU3BEOEHNAMU.

ABTOpCKME MpaBa — 3TO NpaBa Ha WHTENneKTyanbHYl0 COBCTBEHHOCTb Ha MPOWM3BEAEHMA HayKw,
nuTepatypbl M UMCKyccTBa. ABTOPCKME nMpaBa BbICTYNalT B KayecTBe rapaHTMM TOro, YTO
WHTENNEKTyanbHbIA/TBOPYECKUA Tpyd aBTopa He OydeT HanpacHbiM, dacT emy chnpaBeanuBbie
BO3MOXXHOCTM 3apaboTaTb Ha pesynbTatax CBoero Tpyaa, Nony4mTb U3BECTHOCTb U NpusHaHue. Hukto 6e3
paspelleHns aBTopa He MOXeT BOCMPOM3BOAUTL €ro MNpou3BeAeHune, pacnpocTpaHsaTb, My6rn4vHo
AEeMOHCTpupoBaTb, npogasaTb, WMMNOPTUpPOBaTb, MyckaTb B MpokaT, MyGNUYHO  WCMOMHATD,
MoKa3blBaTb/MCMNOMHATL B achupe unm pasmeLlaTb B VIHTepHeTe.

Vicnonb3oBaHne «nMpaTCcKoro» MpOrpaMMHOro obecrnevyeHnss MOXeT MPUBECTU K MHOMMM puCKam: OT
noTepu AaHHbIX K TBOMM akkayHTam 40 GroKMpOBKM TBOEro YCTPOWCTBA, rAe YCTaHOBMEHa HeneranbHas
nporpamma. He ctout Takke 3abbiBaTth, YTO CYLLECTBYIOT feranbHble U 6ecnnaTHble NporpaMmbl, KOTOpble
MOXHO HauTu B CeTw.

O noptane

CeTeBnYOK.pd — TBOW rMaBHbIN COBETYMK B CeTU. 34eCb Tbl MOXelb Y3HaTb O 6e3onacHoOCTn B CeTu
MOHATHBIM W AOCTYMNHBIM S3bIKOM, @ NPV BO3HUKHOBEHWUM KPUTUYECKON CUTYauumn obpaTtuTtbCa 3a COBETOM.
A TaKke NpUHATb yyacTue B KOHKypcax 1 cTaTb CaMbiM LMPOBbIM rpaxxaaHnHOM!



